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l. Introduction

Next Century Cities (“NCC”)! respectfully submits these comments to the Federal
Communications Commission’s (“FCC” or “Commission”) request for comment on proposed
improvements to the Wireless Network Resiliency Cooperative Framework (“The Framework”).
Network resilience is the ability for a network to maintain an acceptable level of service in the face
of challenges to normal operation that range from the extremes of responding to an electromagnetic
pulse or natural disaster, to a minor miscalibrated piece of network equipment. Ensuring that
telecommunications and broadband networks have fail-safe measures in place promotes continual
operation without interruption during even the most severe circumstances. Improving situational

awareness through the Disaster Information Reporting System (“DIRS”) and Network Outage

! Next Century Cities is a nonprofit nonpartisan 501(c)(3) coalition of over 200 member
municipalities that work collaboratively with local leaders to ensure reliable and affordable broadband
access for every community.



Reporting System (“NORS”) could provide the federal support needed to promote resilience
nationwide.?

As new funding is made available for network deployments, the Commission must
guarantee that it has set an effective floor for resilience policies. That calls for setting clear
resilience standards designed to ensure that providers meet a basic level of emergency response
nationwide, while allowing state and localities to implement policies that meet geographical risks
and specific community needs. The Commission could start by increasing the scope of the Wireless
Network Resiliency Cooperative Framework (“The Framework™), making participation in the
DIRS system mandatory and promoting increased coordination between stakeholders.

Establishing robust federal resilience policies will ensure that communities across the
nation have reliable platforms to disburse emergency notifications and critical safety information
when a disaster strikes. In fact, local leaders rely on resilient networks to implement real-time
response measures. Baseline redundancy standards will help to alleviate legitimate concerns that

their communities will be disconnected when connectivity matters the most.

Il.  There Are Various Ways for the Commission to Improve the Wireless
Network Resiliency Cooperative Framework.

On December 14, 2016, the Commission adopted an order that supported a voluntary
industry commitment to promote resilient wireless communications.® It set out a five-pointed
approach for dealing with wireless communications during an emergency. First, providers should

provide reasonable roaming under disaster arrangements when technically feasible. Second,

2 See generally, Resilient Networks, Amendments to Part 4 of the Commission’s Rules

Concerning Disruptions to Communications, New Part 4 of the Commission’s Rules Concerning Disruptions to
Communications, Docket Nos. PS Docket No. 21-346, PS Docket No. 15-80, ET Docket No. 04-35, Notice of
Proposed Rulemaking, 86 Fed.Reg. 61103 (2021) (hereinafter NPRM).

3 Federal Communications Commission, Wireless Resiliency Cooperative Framework,
https://www.fcc.gov/wireless-resiliency-cooperative-framework (last accessed Nov. 19, 2021).



https://www.fcc.gov/wireless-resiliency-cooperative-framework

wireless providers should offer mutual aid to each other during emergencies. Third, providers
should convene with local government public safety representatives to develop best practices and
establish a providers/PSAP contact database. Fourth, the Order encouraged providers to produce
and disseminate a Consumer Readiness Checklist. Finally, the Commission urged provider
participation in DIRS.*

The Framework is voluntary and, so far, has only been adopted by seven providers. Given
the number of wireless providers across the United States, vast areas — including millions of
residents — live in areas with providers that may not have any uniform resiliency standards.

A 2017 Government Accountability Office (“GAQO”) report, explained that the FCC had
set no specific measures to determine whether the framework was achieving its goals. It also noted
that the FCC had no plans to communicate information about the framework to its intended
audience.® The Commission has had four years to reflect on the GAO’s conclusions. It is time for
the FCC to take additional steps and a leadership role in developing network resilience policies

that protect residents from coast to coast.

A. The Framework Should be Activated When Either DIRS or ESF-2 is
Activated.

Currently, the Framework only applies when both Emergency Support Function #2 (“ESF-
2”) and DIRS are activated. While DIRS is typically activated before an anticipated major
emergency, it can also be activated following an unpredictable disaster. Once it has been activated,

the FCC announces the activation through public notices and emails to DIRS participants.® This

41d.

5> Government Accountability Office, FCC Should Improve Monitoring of Industry Efforts to Strengthen Wireless
Network Resiliency at 2 (2017), https://www.gao.gov/assets/gao-18-198.pdf (GAO Report).

6 Federal Communications Commission, Disaster Information Reporting System (DIRS),
https://www.fcc.gov/general/disaster-information-reporting-system-dirs-0 (last accessed Nov. 19, 2021).
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system allows communications providers to quickly report service outages and make assistance
requests. The Commission then analyzes and stores the information.

The ESF-2 is activated only under specific circumstances. Specifically, when the
Department of Homeland Security or the Federal Emergency Management Agency identifies a
significant impact to the nation's communications infrastructure has or is likely to occur.” When it
is activated, ESF-2 provides scalable communications support to meet the specific needs of each
incident response.®

Given these two programs have different activation conditions, there may be times when
only one or the other is activated. Therefore, under the Commission’s current rules, the Framework
is not always activated during critically important disasters. As a result, important communications
outage data may not be reported to the Commission or the municipalities and states in which an
emergency is taking place.

Instead, the Commission should require the Framework to be activated in the event that
either declaration is activated, which would fill potential gaps that networks may have in their
resilience plans. In addition, the Framework should remain active until an emergency has ceased,
meaning that the Framework’s activation should only end upon resolving the communications

network disruption.

B. The Commission Should Broaden the Scope of the Framework and
Encourage as Many Providers to Participate as Possible.

Currently, the Framework has only been adopted by wireless service providers. Including

wireline, facilities-based backhaul, covered 911 services, cable, and interconnected VolP

” Federal Emergency Management Agency, Emergency Support Function #2 Communications Annex,
https://www.fema.gov/pdf/emergency/nrf/nrf-esf-02.pdf (last accessed Nov. 19, 2021).
81d.
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providers will yield a much clearer picture of where potential resilience challenges exist.
Considering that wireless networks rely on other types of services providers and wireline
technologies, expanding the roster of participating providers will also allow federal, state, and local
leaders to improve critical telecommunications infrastructure that might otherwise fall outside of

the current framework.

C. Increasing Provider Participation Would Also Enhance Municipal
Preparedness and Consumer Readiness.

The Commission seeks comment on how wireless providers and other stakeholders can
collaborate to ensure appropriate and effective coordination with local agencies.® In addition, it
asks for input on steps that can be taken to enhance local preparedness and consumer readiness.
There are a variety of ways in which the Commission can improve coordination, awareness, and
preparedness activities.

For instance, when Hurricane lIda made landfall in parts of Louisiana, Alabama, and
Mississippi, those states’ telecommunications infrastructure was one of the first points of failure.
In Louisiana, more than 1,400 cell sites were knocked offline.!! This represents over half of the
cell sites in the state.'? Consequently, countless residents were left without a meaningful
connection to friends, family, and disaster response information.

Currently under the Framework, the signatories have developed a set of best practices for

working with local governments when there is a threat that communications networks could be

9 NPRM at 9 para. 20.

101d. at 10 para. 21.

11 Chris Teale, Federal Regulators Want to Bolster Network Resiliency During Natural Disasters. Hurricane lda
Offers Some Lessons on Where to Begin, Morning Consult (Oct. 28, 2021),
https://morningconsult.com/2021/10/28/network-resiliency-natural-disasters-polling/.

24d.
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compromised.'® Notably, these best practices include ways in which local governments can help
accommodate wireless provider’s efforts to expedite service restoration.** In many instances, they
address providers’ zoning and permitting requirements concerns and recommendations for how
local governments can help wireless providers mitigate communications outages.*®

One way in which best practices are lacking is in the communications between wireless
providers and local officials that must occur at all stages of a remediation effort. The Commission
asks whether providers should establish processes for sharing real-time information on restoration
efforts.® The answer to this question is a resounding yes.

Communications between localities and providers about the status of restoration efforts
provide real-time information that municipalities can use to provide status updates and reassure
residents that service is being restored. The Commission should include obligations that require
providers and localities to coordinate restoration efforts. Ensuring that wireless providers invite
local leaders’ input when crafting regional resilience plans could both bolster collaborative efforts
during communications outages and help improve consumer readiness.

The Framework also commits signatories to increasing consumer readiness and preparation
through the dissemination of a Consumer Readiness Checklist.}” Evidence suggests that many

average consumers are not aware of this checklist at all.*® While the checklist is available online,

13 See generally, CTIA, Wireless Industry Commitment — Wireless Network Resiliency Cooperative Framework:
Best Practices for Enhancing Emergency and Disaster Preparedness and Restoration, CTIA,
https://www.ctia.org/the-wireless-industry/industry-commitments/wireless-network-resiliency-cooperative-
framework (last accessed Nov. 22, 2021) (hereinafter Best Practices).

14

£ 1g

16 NPRM at 9 para. 20.

17 See Best Practices.

18 1d. (The Best Practices created by industry does not provide guidance to providers to develop or disseminate a
consumer readiness checklist. Instead, it requests that the U.S. Department of Homeland Security, in conjunction
with other federal agencies, develop guidance for public education. The Best Practices also encourages providers to
work with municipalities to develop public education campaigns but provides no meaningful advice on how this it to
be done).
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it is not labeled as the Consumer Readiness Checklist and could quickly be misinterpreted as
advice from a wireless provider, not an official document released for their benefit.*® Wireless
providers should be required to take steps to ensure that, in areas that are potentially prone to
disasters, consumers are aware of the Readiness Checklist. In addition, providers must work
collaboratively with localities to ensure that municipal officials and residents are aware of what
protections are already in place.

Finally, the Commission can help expand the knowledge base that municipalities are
working with when responding to telecommunications outages. Currently, the DIRS and NORS
information is not disseminated to the municipalities that could directly benefit from the details.
There are minimal costs to disseminating this information to affected communities. Additionally,
the public benefit of showing local officials where there are gaps in communications networks can

help them collaborate with providers on emergency preparedness and future upgrade planning.

D. The Commission Should Require Provider Reporting Under the
Voluntary Framework.

The Commission should require wireless providers to submit reports detailing
implementation of the voluntary Framework in real-time during a disaster. As the GAO report
highlighted, the FCC currently has no measure in place that tracks the success of the Framework.?°
Requiring providers to submit reports about the implementation of the framework would enable
the Commission to determine how the framework is impacting resilience in the United States..

The Commission should also collect additional information such as length of reported

outages, and how the provider has implemented roaming and mutual aid provisions. Information

19 CTIA, Consumer Resources - Emergency Preparedness, CTIA, https://www.ctia.org/emergency-preparedness
(last accessed Nov. 22, 2021).
20 See GAO Report at 2.
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regarding which services have been restored and expected timelines would also inform local
emergency response strategies, providing all stakeholders with essential information about the
status of communications in their area.

Simultaneously, providers should notify the Commission and pertinent state and local
officials as soon as resources or services are shared through mutual aid. The reason for this is three-
fold. First, it gives interested parties clear knowledge about how providers are responding to
network outages. Second, it allows them to garner a better understanding of what providers are
prioritizing during relief efforts. Third, it allows stakeholders to hold providers accountable for
receiving aid and making meaningful steps towards the restoration of service.

Notifications should be made as soon as providers take action. This will help the
Commission establish a meaningful timeline about when service was disrupted and when key
actions to restore services have been undertaken. Data points about providers’ responses are

essential for future resilience planning.

E. The Commission Should Make Participation in the Framework
Mandatory.

The Commission should reevaluate the voluntary nature of the Framework. Continuing to
allow voluntary participation in the Framework ensures that there will likely be significant gaps in
information collected on communications resilience across the nation. In addition, given the small
number of current voluntary signatories to the Framework, there are areas served by other
providers that do not report or record resilience information.

In the past, there have been significant gaps in the Commission's knowledge about how
natural disasters have impacted communications networks. One only needs to look at the

underlying causes of the outages in Puerto Rico in 2017 or the California Wildfires of 2018. Years



later, the Commission has yet to investigate the Framework’s role in those failures.?* Updating,
revising, and making the Framework mandatory will ensure that the FCC sets a minimum standard
for what relief efforts communities impacted by disasters can expect from providers.??

A new mandatory framework should not apply only to wireless providers. Wireless
infrastructure is only one of many forms of communications infrastructure that can be damaged
during a natural disaster. Requiring participation from providers offering various technologies
could increase the likelihood that at least one service in an area will remain online during disasters.

For example, including wireline and satellite technologies in a mandatory framework is
permissible under the Telecommunications Act. Congress tasked the Commission with promoting
the safety of life and property through wire and radio communications. Ensuring that communities
facing a natural disaster are able to remain connected certainly furthers Congress' directive.?® This
sentiment is reiterated in Section 154 as well.?* Congress clearly intended that the Commission

utilize its authority to protect communications infrastructure regardless of technology.

I1l.  Mandating Participation in the DIRS System Will Promote Situational
Awareness During Disaster Response.

The Commission is correct in describing the DIRS systems as vital public safety tools that

provide indispensable data for the Commission and its state and local partners. As the Commission

21 See, Free Press Comments, PS Docket No. 11-60, at 2 (rec. Apr. 26, 2021).

22 See, Ryan Johnston, Communities Responding to Natural Disasters Through Network Resilience at 7-8,
https://nextcenturycities.org/wp-content/uploads/March-2021-Publication-_-Network-Resilience-Paper-by-Ryan-
Johnston-_-Final-Publication-1.pdf (Mar. 2021).

247 U.S.C. § 151 (2020) (“. . . for the purpose of promoting safety of life and property through the use of wire and
radio communications, and for the purpose of securing a more effective execution of this policy by centralizing
authority heretofore granted by law to several agencies and by granting additional authority with respect to interstate
and foreign commerce in wire and radio communication, there is created a commission to be known as the “Federal
Communications Commission” . . .”).

2447 U.S.C. § 154 (n) (2020) ( For the purpose of obtaining maximum effectiveness from the use of radio and wire
communications in connection with safety of life and property, the Commission shall investigate and study all
phases of the problem and the best methods of obtaining the cooperation and coordination of these systems.)

10
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rightly notes, there is a significant difference between reported DIRS information and how
disasters specifically impact 911 services.?® Large providers may be more likely to voluntarily
participate in the DIRS processes. Smaller providers, however, can often give a much more
granular look at how infrastructure and service has been disrupted on the ground.?® Requiring small
wireless and providers utilizing wireline technologies to participate in the DIRS systems is crucial
to the timely and efficient natural disaster response.

Some providers may not participate simply because participation seems overly complicated
or burdensome. The Commission must provide smaller providers the knowledge to more easily
participate in the DIRS system. Providing clear instructions about what and how to report under
this system may promote provider participation. The public benefits here are myriad. The more
information the Commission can share with state and local partners, the easier it will be for them
to reestablish services in their communities. Similarly, this information could reveal where future
resilience efforts should be focused. Ultimately, this knowledge can help respond to natural
disasters and provide critical information about how to avoid similar situations in the future.

In addition, the Commission should require that providers include broadband system
disruptions when reporting data to the NORS system. Many residents rely on broadband networks
to receive critical disaster response and relief information. Equipped with a clear view of where
broadband has been disrupted, the Commission can provide key location information to
communities targeting additional resources. Requiring providers to include broadband data can fill
information gaps for areas that lack DIRS reporting. This may be due to nonparticipation by

providers or a lack of broadband connection as the Commission has already acknowledged.?’

25 NPRM at 11 footnote 46.
26 NPRM at 11.
2 NPRM at 12.

11



IV. The Commission Must Address Cell Site Power Outages.

Electricity is the basis for all of the connectivity technologies that we rely on every day.
This is particularly true when residents need to be connected to emergency services during a
disaster. The Commission reported that more than 50% of cell site outages in 2020 were due to
power failures.?® These sites require power to remain active and support network operations in the
aftermath of disasters. Ensuring that power is able to remain active during a disaster, or quickly
restored after a disaster is critical for other restoration efforts.

The Commission seeks comment on the actions it can take to help encourage and increase
coordination in the power and communications sectors before, during, and after an emergency.?®
In this instance, the Commission should take note of actions taken in the State of California.

In June of 2020, the California Public Utilities Commission (“CPUC”) issued a decision
that required mobile carriers to install emergency generators at their cell sites in high fire danger
areas. The mandate ensures that, regardless of the state of emergency, power will continue to flow
to these sites.>® The CPUC also required that carriers submit a communications resiliency plan
detailing their ability to provide a minimum level of service during a power outage. This minimum
service level includes ability to connect to 911 and basic Internet browsing.®! The plans also require
carriers submit grid outage response plans, and commitments that carriers have the ability to report
system outages.®> The Commission can immediately utilize many of the CPUC's requirements to

ensure that power outages no longer have such a devastating effect on networks in other states.

Resilience planning is crucial to timely and efficient disaster response.

8d. at 13.

2 d. at 15.

%0 See generally Order Instituting Rulemaking Regarding Emergency Disaster Relief Program, Rulemaking
18-03-011, Decision Adopting Wireless Provider Resiliency Strategies (2020).

3 1d. at 85-93.

321d.

12



Clear indications of how a provider will respond is an essential component of local

emergency preparedness planning and provides information before consumers

are directly affected by a natural disaster. Requiring providers to submit resilience plans about how
they are able to respond to electrical grid outages is essential for setting the floor for national
resilience policy. Considering that the Commission is already working with providers during the
voluntary reporting process, it makes sense to facilitate information sharing on how providers plan
to keep their networks operational during a crisis as well as the steps that it will take after its

networks have been damaged to reestablish connectivity in an affected area.

V. Conclusion

During natural disasters, cellular and broadband connections are indispensable lifelines to
emergency services and critical disaster response information. It is time for the FCC to prioritize
network resilience planning by taking a far more active role in setting a national floor for resilience
policy. Ensuring that every wireless, wireline, or broadband provider has clear directions for how
they are to prepare for natural disasters will prevent a national patchwork of state resilience
policies. Further, as natural disasters increase in frequency and intensity nationwide, residents have
become increasingly reliant on broadband connectivity for key information. The Commission’s

actions can ensure that broadband networks remain operable in the most extreme conditions.

13
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INTRODUCTION

Network resilience is the ability for a network to maintain an acceptable level of
service in the face of faults and challenges to normal operation. This may take many
different forms from one extreme in surviving an electromagnetic pulse or natural
disaster to simply reacting to a slight misconfiguration. As several natural disasters
have ravaged the United States from coast to coast which increasingly interfere with
reliable access to broadband, planning for network resilience is a recurrent priority.

It is imperative that telecommunications and broadband networks have the
requisite fail-safe measures in place to continue to function without interruption
even during these natural disasters. Broadband network resilience often requires
intense planning and collaboration amongst stakeholders to develop technological
solutions and draft strategies to maintain network performance under critical
conditions. With few federal guidelines on network resilience, the onus is on local
and state officials, broadband providers, and the general public to play a role in the
planning process.

From wildfires in California to the hurricanes that devastated Puerto Rico, local
officials are confronted with the reality that resilience planning cannot be an
afterthought. It has a direct impact on emergency response and public safety
before, during, and after a natural disaster. Consequently, local officials are working
with providers as well as state and the federal government entities to ensure that
there are plans in place to prevent serious loss of connectivity.

This report explores several natural disasters across the nation in which
communities worked to ensure their citizens stay connected in the event of an
emergency. It also includes five recommendations for Congress and the Federal
Communications Commission (“FCC” or “Commission”) that reflect insights from
local resiliency planning. As we will discuss, the Commission should set minimum
standards that state and local governments can build upon as necessary. This in
conjunction with funding support from Congress will ensure that each community
has a tailored resilience plan that will keep them online even during the worst
disasters.

@i



While wildfires are nothing new to California, the 2020 fire season was unique
for multiple reasons. The scale, timing, location, and intensity of the fires caused
firefighters to group many of the smaller fires into complexes.

The SCU Lightening Complex has burned more than 365,000 acres across parts of
the southern San Francisco Bay area, including Santa Clara and Alameda counties.’
Additionally, the LNU Lightening Complex, located near Napa, has burned more
than 357,000 acres. According to the California Department of Forestry and Fire
Protection (“Cal Fire"”), at least 650 wildfires have raged across California, which has
burned more than 1.25 million acres since August.? Cal Fire noted that there were
close to 11 thousand lightning strikes within a span of three days. This, in
conjunction with warm and dry weather conditions, sparked an innumerable
number of small wildfires.

The 2020 California wildfire season was also unique because it affected areas that
are not regularly stricken by wildfires. For example, the coastal pine forests are
generally subject to coastal weather patterns and are therefore cooler and less
subject to burning.? The conditions in California have been unfortunately perfect for
this unprecedented generation of fires over the past year.

While the fires in 2020 are some of the worst that California has ever experienced,
the California Public Utilities Commission (“CPUC") has tracked wildfire impacts on
California’s communications networks. CPUC highlighted that the 2017, 2018, 2019
wildfires, as well as the public safety power shut offs initiated by California’s power
companies, revealed significant problems for California’s communications
infrastructure.® This loss in service to customers endangered the lives of customers
and first responders, and cut directly against the emphasis that the Governor's

' Umair Irfan, What makes California’s current major wildfires so unusual (Aug. 26, 2020),
https://www.vox.com/2020/8/21/21377181/california-wildfire-2020-scu-Inu-lightning-complex-
climate-change.

2Id.

3.

4 See Order Instituting Rulemaking Regarding Emergency Disaster Relief Program, Rulemaking 18-

03-011, Decision Adopting Wireless Provider Resiliency Strategies at3 (2020) (California Public

Utilities Commission).
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Office of Emergency Services had placed on reliable communications.®> Specifically,
CPUC found that 80% of calls to 911 originated from a wireless device. This reflects
just how high the reliance is on communications services including data and wireless
communications.® Throttling of the communications of Santa Clara County Fire
Department in 2018 adversely impacted its ability to support deployed relief efforts
during the Mendocino Complex Fire.’

The fires in California have also attracted Congressional attention. In September
2020, twenty members of Congress from California issued a joint statement
expressing outrage that wireless providers were pushing back against the CPUC's
72-hour backup power safeguards.® The members noted that over 700 wildfires are
burning throughout California and providers must do all that they can to ensure no
consumer is disconnected from any network that could provide them lifesaving
information.’

In response, CPUC initiated a rulemaking proceeding then released a decision in
June of 2020 updating California's mobile wireless network resiliency programs.'°
Its decision takes steps to ensure that wireless signals will continue to be available
to California citizens, especially those that are directly impacted by the wildfires that
continue to rage. Consequently, mobile carriers are now required to install
emergency generators at their cell sites in high fire danger areas, which will allow a

>Id. at 4.

®R.18-03-011 November 1, 2018 Workshop Transcript at 15. Statement of

Mark Ghilarducci, Director of the Governor’s Office of Emergency Services.

7 Public Advocates Office Motion for an Immediate Order Requiring California’s

Communications Service Providers to Complete Calls and Delver Data Traffic and Provide

Other Post-Disaster Consumer Protection Relief, May 21, 2019. Available at:
http://docs.cpuc.ca.gov/SearchRes.aspx?DocFormat=ALL&DocID=292932622; and Declaration

of Anthony Bowden filed in the U.S. Court of Appeals, D.C. Circuit Case No. 18-1051,

August 17, 2018. Available at:
https://assets.documentcloud.org/documents/4780226/VerizonFireDeclaration.pdf.

8 Press Release, Congressman Jerry McNerney, California Members of Congress Issue Joint
Statement on Wireless Carriers’ Unconscionable Challenge to CPUC's 72-Hour Backup Power
Safeguards (Sept. 10, 2020), https://mcnerney.house.gov/media-center/press-releases/california-
members-of-congress-issue-joint-statement-on-wireless.

°Id.

10 See generally Order Instituting Rulemaking Regarding Emergency Disaster Relief Program, Rulemaking
18-03-011, Decision Adopting Wireless Provider Resiliency Strategies (2020) (California Public Utilities
Commission).
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signal to continue to broadcast for up to seventy-two hours, even if power grids are
shut-off as part of a public safety power shut-off."

Additionally, CPUC has mandated that carriers submit a Communications Resiliency
Plan within six months that details the carrier’s ability to provide a minimum level
of service such as 911 and basic Internet browsing during a power outage. Included
in the Resiliency Plan are requirements that carriers submit grid outage response
plans, and commitments that carriers have the ability to report system outages.'?

California’s mandatory power backup rule is the first of its kind in the United States.
The CPUC decision is connected to California State Senate Bill 431 would require
wireless carriers to provide battery-based power
backups to their cellular towers and to warn

California’s . .
cellular users when such a backup is running low

mandatory power or about to expire.”> The California State

backup ruleis government reacted strongly to the spate of

the first Of itS klnd in wildfires, but localities in California also took their
own steps to increase and promote network

the United States. resilience.

In addition to the CPUC's resiliency plan rules, CPUC staff released a pilot proposal
in December 2020 that would require investor-owned utilities to install fiber optic
conduit or comparable technology when restoring facilities that were destroyed in
the 2020 wildfires.' Next Century Cities submitted comments supporting the
framework and offering suggestions to improve the pilot.’ The CPUC anticipates a
ruling on the proposal in May 2021."

" Id. at 74-79.

2Id. at 85-93.

13S.B. 431, 2019-2020 Cal. Reg. Sess. (Cal. 2020).

14 See generally Order Instituting Rulemaking Regarding Broadband Infrastructure Deployment and
to Support Service Providers in the State of California, Rulemaking 20-09-001, Administrative Law
Judge's Ruling Serving Phase I Staff Proposal (Dec. 30, 2020),
https://docs.cpuc.ca.gov/PublishedDocs/Efile/G000/M356/K574/356574789.PDF.

'> Next Century Cities Opening Brief to Order Instituting Rulemaking 20-09-001 (Feb. 1, 2021),
https://docs.cpuc.ca.gov/PublishedDocs/Efile/G000/M363/K013/363013360.PDF.

16 See Order Instituting Rulemaking Regarding Broadband Infrastructure Deployment and to
Support Service Providers in the State of California, Rulemaking 20-09-001, Assigned
Commissioner’s Scoping Memo and Ruling (Dec. 28, 2020),
https://docs.cpuc.ca.gov/PublishedDocs/Efile/G000/M356/K561/356561545.PDF.
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In 2018, the City of Los Angeles released a report entitled, Resilient Los Angeles. It
encompasses four areas including educating individuals on the role they play in
resiliency efforts; educating communities on the ways social cohesion and
preparedness increase resilience; explaining the strategies the city and its partners
are taking to address current and future challenges; and promoting collaboration
and partnerships to keep Los Angeles at the forefront of resilience planning."”
Regarding disaster preparedness and recovery, the report sets goals to train all city
departments on disaster preparedness and recovery and to put in place annual
training regimes by 2022. It also highlights plans to modernize power grids and
expand renewable energy sources by 2036 focusing on deepening storage capacity
and broadening emergency backup systems.

An important feature of Resilient Los Angeles is that it expands on existing efforts
to connect vulnerable populations to wireless Internet access not only for post-
disaster use, but for everyday use as well. Notably, the City of Los Angeles is working
to ensure uninterrupted connectivity at public libraries, bus shelters, on streetlights,
and at publicly accessible cell phone kiosks including areas that serve homeless
populations.'®

Wildfires continue to threaten broadband networks, and the residents who rely on,
them in Oregon, Washington, and Colorado. The steps that CPUC has taken to
ensure that residents of California stay connected are building blocks for other local,
state, and federal resiliency plans.

Puerto Rico offers a sobering example of the ongoing need for telecommunication
resilience planning. When Hurricane Maria devastated Puerto Rico, it left millions
without power and caused an estimated 90 billion dollars in damage. 95% of the
island lost cell service.' Years after the initial damage was done, countless residents

17 See generally City of Los Angeles, Resilient Los Angeles at 3 (2018),
https://www.lamayor.org/sites/g/files/wph446/f/page/file/Resilient%20Los%20Angeles.pdf.

8 Id. at 13, 45, 149.

1% John Bacon, Why Puerto Rico faces a monumental recovery effort (Sep. 26, 2017),
https://www.usatoday.com/story/news/nation/2017/09/26 /why-puerto-rico-faces-monumental-
recovery-effort/703515001/#.
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still have unreliable service. Many remote parts of Puerto Rico remain without the
necessary telecommunications networks to respond to subsequent hurricane
seasons.

While the FCC announced procedures for distributing 691 million dollars for the
funding of fixed broadband networks in Puerto Rico and the U.S. Virgin Islands,
these funds have yet to materialize the networks as intended.?’ The competitive
bidding process for the Uniendo a Puerto Rico Fund Stage 2 auction was released
on November 2, 2020. However, due to the extended deadline for providers to
submit supplemental information, money has not yet been disbursed to providers.

As Darrick Kouns, the Chief of the Information Technology Disaster Resource Center
in Puerto Rico stated in a FCC hearing, the best way for strengthening
communications is to move forward is to continue to harden cellular
infrastructure.?’ He pointed out that

sufficient energy backups are necessary to However. it is
I

continue operation in times of disaster. . .
Further, he noted that additional difficult to entice

technologies such as very-small-aperture- carriers to implement
terminal ("VSAT") could be utilized for these suggestions

temporary additional backhaul. However,
it is difficult to entice carriers to because of the lack of

implement these suggestions because of federal regulations
the lack of federal regulations stipulating stipulating the uptime or

the uptime or standard service level.?2 Mr. .
standard service level.
Kouns also suggested that the use of Land

Mobile Radios could enable direct voice communications between sites without
relying on terrestrial networks, ensuring that critical agencies would have a way to
relay information between themselves, even if there was a lack of wireless or fixed
signals.?

20 Mike Robuck, FCC sets up process for up to $691M in funding for networks in Puerto Rico and U.S.
Virgin Islands (Feb. 5, 2020), https://www.fiercetelecom.com/telecom/fcc-sets-up-process-for-up-to-
691m-funding-for-networks-puerto-rico-and-virgin-islands.

21 Statement of Darrick Kouns, Information Technology Disaster Resource Center Operations Chief,
Puerto Rico (Feb. 21, 2020), https://www.fcc.gov/sites/default/files/puerto-rico-hearing-02212020-

kouns.pdf.
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Additionally, Sandra Torres Lopez, President of the Puerto Rico Telecommunications
Regulatory Board testified that after many long days of working with government
agencies, carriers, and other industry representatives, the board had identified a
series of courses of action to bolster Puerto Rico’s network resilience in preparation
for future disasters.?* Some of the actions proposed included streamlining
permitting and rights of way processes for towers and fiber deployment;
establishing a program to deploy municipal hotspots; creating a Communications
Steering Committee for Puerto Rico; and developing auxiliary communications
capacities with volunteer radio groups and organizations.?®> These steps are
designed to help ensure that Puerto Rico’s government is able to communicate
emergency response information to its citizens regardless of availability of wireless
or fixed connections on the island.

Ms. Torres Lopez also highlighted the steps providers have taken to ensure that new
networks are deployed and remain reliable, including increasing equipment and
inventory stored on the island in order to repair, recharge, or deploy stop gap
equipment to keep Puerto Ricans connected. She also described the one thousand
miles of fiber line that has been deployed to reduce reliance on wireless network
infrastructure.?®

There are additional steps the Commission should take to help accelerate Puerto
Rico’s rebuilding process. Importantly, the Commission should not discriminate
between natural disasters when a disaster significantly disrupts the
communications networks of any area of the U.S. For example, after Hurricane
Michael struck Florida the Commission investigated the failure of
telecommunications providers to quickly restore service.?” In the wake of Hurricane
Katrina, the Commission authorized an independent investigation to understand
the scope of the damage and opportunities to improve emergency preparedness
and resiliency planning. However, in an inexplicable move, the Commission did not

24 Statement of Sandra Torres Lépez, President, Puerto Rico Telecommunications Regulatory Board
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convene an independent panel to investigate telecommunications failures after
Hurricane Maria which dwarfed the damage caused by other storms.?®

Critical assessment of any large-scale outage can provide useful information to
support clear recommendations on improving resilience efforts. Just as importantly,
the Commission must work in conjunction with the impacted communities to
provide information and solutions that have worked in previous disasters. It is also
helpful for government officials to conduct field hearings and engage with affected
communities, allowing residents and local officials who are closest to the issue to
inform Commission forward-looking policies.?

In 2018, the Government Accountability Office (“GAQ") released a report on the
industry-led Wireless Resiliency Cooperative Framework (“Framework”).>° The
report found that the Commission did not have a means to evaluate the progress of
the initial implementation of the Framework.3' Likewise, the FCC agreed that they
had no way to assess progress and accepted the GAO's recommendation to put in
place more robust measures to better monitor the deployment of the framework.3?

As of March 2021, the Commission has not instituted further rulemakings to correct
its vulnerability, put in place new regulations to increase their data collection, or
measured the effectiveness of the Framework. Without taking these steps the FCC
has created a gap in national resilience policy, leaving it up to the states to pick up
where the Commission has left off.

State resilience policies are vastly different from one another as each state is
impacted differently by natural disasters. Currently, national corporations are
required to comply with all of the state policies in the areas in which they serve,
which may lead a service provider leaving an area due to an inability or
unwillingness to meet a state resilience policy. If the Commission were to take
federal leadership on resilience planning, and work with state and local

28 Free Press, Connecting The Dots The Telecommunications Crisis in Puerto Rico at 5 (2019),
https://www.freepress.net/sites/default/files/2019-
05/connecting_the_dots_the_telecom_crisis_in_puerto_rico_free_press.pdf.

2 [d. at 5 (Chairman Pai visited Puerto Rico in November of 2017 and met with government officials
and providers alike but did not hold a single hearing).
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governments as well as providers, it will provide more stability and predictability
during the increasing number of natural disasters increases nationwide.

After Hurricane Maria, Puerto Rico had to undergo a complete rebuild of its
telecommunications networks. Today, it has taken significant strides to rebuild,
future-proof, and harden its networks so that a natural disaster will not take the
entire island offline again.

When Superstorm Sandy struck New York City, telecommunications outages
followed the pattern of utility power outages and flooding. Utility power failures
immediately disabled cable and Internet services in homes and businesses. As
flooding and winds increased, so too did damage to electrical switchgear, backup
generators, and overhead wiring. Cable infrastructure experienced outages while
water infiltrating legacy copper networks disrupted both cable and telephony
services.>

New York City found that longer-term communications outages were caused by
flood damage to commercial and residential buildings and, specifically, to the
internal or external telecommunications hardware attached to those buildings. New
York City noted that cell service outages were often caused by loss of power, loss of
backhaul, or physical damage to the antenna.3*

In the aftermath, New York City developed and released a report detailing the
damage to the City's systems, what improvements can be made to existing systems,
and what strategies can be adopted to best improve network resilience. The report
contained a risk assessment in which the City concluded that gradual hazards do
not present more than a minor risk as they are not imminent. However, the
assessment found that New York's facilities still face a significant and increasing risk
of flooding due to extreme events such as storm surges.*

3 The City of New York, A Stronger, More Resilient New York at 166 (2013), http://s-
media.nyc.gov/agencies/sirr/SIRR_spreads_Lo_Res.pdf.
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Resilience planning is an iterative process. Accordingly, New York has undertaken a
series of initiatives to improve resilience and prepare for the next disaster. First, New
York City established an office within the New York Department of Information
Technology & Telecommunications that focuses on telecommunications regulations
and resilience planning. This department is intended to provide resources and assist
providers in navigating city processes regarding increasing conduit infrastructure
and resiliency.?® Second, the City began to use the renewal of franchise agreements
with cable providers to establish standards for repair timeliness and data reporting
and publishing requirements.?” Before franchise agreements were up for
renegotiation, the City encouraged providers to increase disaster preparedness and
also required providers to submit business continuity plans which must be updated
on a regular basis. Finally, the City also undertook initiatives to create flood
protection standards that ensure the hardening of all critical facilities.®

Superstorm Sandy forced New York City to investigate the places where its planning
and resiliency efforts had fallen short. Damage to legacy infrastructure and the
requisite response efforts accelerated efforts to replace copper networks with more
resilient fiber cables.?® While it is unfortunate that it took a natural disaster to
upgrade networking technology, the actions taken by New York City will help to
ensure that, if anything similar happens in the future, network disruptions will be
drastically reduced.

In February 2021, Winter Storm Uri impacted the United States from coast-to-coast,
spreading heavy snowfall and damaging ice from the Northwest into the South,
Midwest and Northeast.*® The places most heavily impacted were southern states
such as Texas. Many Texas cities saw record snowfall with at least 80% of Texas

36 Id. at 171

37 1d.

3 Jd. at 172.
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40 The Weather Channel, Winter Storm Uri Spread Snow, Damaging Ice From Coast-to Coast, Including
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being covered.*' This snowfall combined with a historic winter cold front left many
Texas homes without power and greatly affected internet and cell phone service
within the state. On Wednesday, February 17, 2021 the FCC reported there were 208
reported outages in Texas.*? This caused an estimated 369,918 wireless users and
34,868 wireline users to lose access to their internet connections.** This was the
highest day of the three days the Commission has released data on.

The catastrophic winter storm showcases the interdependence of electrical utilities
and broadband infrastructure. As the FCC highlighted the failure of the Texas
electrical grid forced many providers to rely on generator power to continue
operation. However, due to icy and unsafe road conditions, fuel delivery to these
systems was delayed.* The Commission also points out the frigid temperatures also
caused fuel reserves to gelatinate and become unusable. The challenges that arose
as a result of the failing of one type of critical infrastructure have shown a light on
the interdependencies between infrastructure sectors.

As a result, the House Oversight Committee is investigating the agency that
operates the Texas power grid, and is in the process of seeking information and
documents about the lack of preparation for Winter Storm Uri.** In a letter to the
Chief Executive Officer of the Electric Reliability Council of Texas, U.S. Representative
Ro Khanna voiced his concerns that the loss of electric service will happen again
unless Texas adequately prepares for an increase in extreme weather events.%
Additionally, the House Energy and Commerce Committee has announced its
intention to hold a hearing examining the importance of building a more resilient
power grid.*” However, the FCC has yet to announce whether it intends to undertake
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46 | etter from Ro Khanna, U.S. Rep., CA-17, to Bill Magness, Chief Exec. Officer, Electric Reliability
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an investigation into the resilience frameworks that Texas internet and mobile
service providers have in place to ensure they will be able to operate independently
of a functioning power grid.

Winter Storm Uri stands as a glaring example of just how interconnected our
infrastructure truly is. Texans across the state who rely on wireless hotspots or
mobile connections to get information or communicate with loved ones were simply
unable to because of rolling blackouts. Ensuring resiliency of infrastructure at every
level of the supply chain is necessary to reduce points of failure in the face of a
natural disaster, even if it is unexpected.

In 2005, Hurricane Katrina wrecked the Gulf Coast. Millions of Americans were left
without homes, power, food, and Internet access. In the aftermath, the FCC set up
an independent panel to review the impact of the disaster on the communications
networks in the affected areas. The panel identified several significant impediments
to the recovery efforts including uncertainty regarding access to affected areas by
repair crews, limited security for infrastructure and personnel, lack of back-up
equipment, and lack of established coordination between the industry and state and
local governments. The panel also concluded that industry communication with the
federal government was effective in facilitating coordination.*®

To address these impediments, the panel developed working groups that discussed
and examined the response procedures regarding infrastructure resilience,
recovery coordination procedures, and emergency communications.* The panel
found that while many of the towers public safety communications networks
remained standing, the length and damage caused by the storm exceeded the
capabilities of the backup generators that were intended to keep them online.*°
Similarly, the failure of public switched telephone networks significantly hampered
public safety response. Specifically, more than 1000 base station sites were

48 Independent Panel Reviewing the Impact of Hurricane Katrina on Communications Networks,
Report and Recommendations to the Federal Communications Commission at 5 (2006),
https://transition.fcc.gov/pshs/docs/advisory/hkip/karrp.pdf.
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impacted, but not destroyed, and 80% of the affected sites were able to be restored
to service within a week of the storm.>' In more affected areas cellular base stations
on wheels were deployed to help boost connectivity where traditional base stations
required more substantial repair.>

In light of these findings, the panel proposed several recommendations to the
Commission. They included positioning industry protocols so that documentation
on response and readiness procedures would be readily available to the public in
order to understand how industry is preparing for the next disaster.>® Additionally,
the panel recommended improving recovery coordination by engaging other
appropriate federal agencies in coordinating response.®* Further, the panel
recommended that the Commission work with state and local governments, as well
as, the communications industry to better utilize state and local response assets.>
Other recommendations included improving operability and interoperability of
public safety communications and improving emergency preparedness
communication with the public.>®

The Commission instituted a rulemaking and, upon its completion, ordered the
Public Safety & Homeland Security Bureau (“PSHSB”) to work with industry to
develop voluntary industry-sector readiness checklists, and to publicize them as
they were completed.>” The Commission also directed the PSHSB to implement an
awareness program to educate public safety agencies about alternative
technologies and to encourage agencies to provide regular training on these
technologies.”® Additionally, the Commission’s goal was to assist the emergency
medical community, ordering PSHSB to provide further guidance and assistance to
state and local government, health care providers, and law enforcement on the use
of Land Mobile Radio equipment and ensure that robust emergency plans were in
place.>®
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The Commission encouraged PSHSB to continue to work with state and local
governments. In a critical move, it refused to take action to prohibit states and
localities from imposing emergency preparedness requirements on industry.®® This
provided communities who needed to tailor their preparedness strategies to their
community with the freedom to do so without concern of a communications
provider refusing to work with them.

Congress also made calls for an increase to resiliency efforts in the wake of
Hurricane Katrina. In 2005, U.S. Senators Susan Collins and Joe Liberman introduced
the Assure Emergency and Interoperable Communications for First Responders Act.
This proposal was designed to provide $3.3 billion in grant funding to state and local
agencies to build interoperable communications systems over five years. The bill
would also have tasked the Department of Homeland Security with assessing
current technological capabilities and evaluating emerging ones that could be
adapted to a national framework promoting interoperability and information
sharing. While this proposal ultimately did not pass, it provided a framework for how
a program that supports state and local resiliency efforts could be established.
Importantly, it highlighted the need for more research to be done into what
technologies are available, what technologies are forthcoming, and how they can be
most effectively used to mitigate damage caused to the nation’s
telecommunications networks as a result of natural disasters.

60 Id. at 8.



RECOMMENDATIONS

As natural disasters increase in both frequency and intensity, both the Commission
and Congress must take renewed steps to ensure our nation’s telecommunications
and broadband networks remain operational. While there is no singular solution to
network resilience and unique situations require unique and specific solutions.
However, there are some steps that can be taken to ensure that when disaster’s do
strike, communities are not left both confused and in the dark.

The FCC Should Not Discriminate Between Which Large-
Scale Natural Disasters That Disrupt Telecommunications
Networks Should Be Documented.

Part of the Commission’s mission is to ensure the integrity of our national networks.
In pursuit of this mission, the Commission must ensure that it is collecting all of the
information available. It does residents a disservice to pick and choose which
disasters deserve to be investigated and which do not. Failing to take action
regarding a natural disaster’s impact on a telecommunications network ensures
that communities may not see relief for long periods of time.

Additionally, failing to investigate large scale outages does not prepare federal,
state, and local agencies to respond when similar events occur in the future. If
investigations are done in a timely manner, resources can be efficiently deployed to
help get communities back online far faster than they would if left to communities
to fend for themselves.

The Commission Should Require Providers to Submit
Regional Resiliency Plans and Devise Procedures to Hold
Them Accountable for Noncompliance.

Resilience planning is crucial to timely and efficient response to natural disasters.
Clear indications of how a provider will respond is an essential component of local
emergency preparedness planning and provides information before consumers
are directly affected by a natural disaster. Providers have a much better
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understanding of their own networks and should be required to collaborate with
all levels of government to craft and submit resiliency plans.

The Public Safety and Homeland Security .
Bureau at the FCC already collects data The Public Safety

regarding network status and situational and Homeland

awareness, but the reporting s Security Bureau at the
voluntary, and providers are not

required to do so. Considering that the FCC already collects data
Commission is already working with regarding network status

providers during the voluntary reporting and situational awareness

process, it makes sense to require

but the reporting is

sharing of information on how providers

plan to keep their networks operational  Voluntary, and providers are

during a crisis or the steps thatitwilltake not required to do so.
after its networks have been damaged to

reestablish connectivity in an affected area. State and municipal governments would
benefit from federal expertise when it comes to resiliency planning.

When Crafting Resilience Plans, Providers Should Work
with State and Municipal Governments to Ensure That They
Account for the Unique Features of the Region.

Communities must determine what the assets and costs in their communications
networks are, determine the most likely challenges that will be faced during a
natural disaster, and what policies are already in place and how they may interact
with a new resiliency plan. These types of engagement by municipalities will allow
them to improve their communications systems and promote their resilience.
Likewise, providers may have the greatest insight into how their networks will
perform under stress, however, many state and municipal governments understand
how the geography and topography of their communities will affect how they are
affected by natural disasters.

Ensuring collaboration between providers, state, and municipal governments will
ensure that each has the opportunity to share the assets they have and the
challenges they face. Similarly, during implementation of these plans,



communication remains key. The lack of communication can delay emergency
services or repair crews, which can increase damage to critical infrastructure. Thus,
standardizing procedures by which providers communicate with state and local
officials can streamline response efforts and help to ensure that there is a clear
roadmap detailing the role each stakeholder will play.

Providers Should Not Wait Until a Disaster Strikes to
Replace Legacy Networks with New Technologies. Instead,
Outdated Infrastructure Should Be Replaced in Order to
Increase Resilience.

Flooding, high winds, and earthquakes have the potential to seriously damage
cables that have been undergrounded or placed on poles. However, technologies
such as copper wire are more susceptible to damages than are contemporary
networking solutions such as fiber optic cables.

Providers should not wait until a disaster has impacted a community to decide that
it is time to upgrade its legacy systems. Taking a proactive approach and
determining where legacy systems are likely to be impacted the greatest and either
replacing those systems with new technologies that are more resilient, or hardening
conduits against the elements may prove to be the difference between a
neighborhood maintaining an Internet or phone connection and it being left
without any meaningful way to gain access to information during a natural disaster.

Congress and the FCC Should Make Appropriate Resources
Available to State and Municipal Governments to Implement
Measures That Reduce Natural Disasters’ Effect on
Broadband Networks.

Often the largest barrier to adopting programs at a local level is funding. Hiring
consultants, doing research, and building the avenues through which programs
are implemented are serious financial burdens that localities often cannot
shoulder themselves. Since Congress and the FCC agree that resilience planning is
essential, both should work to ensure funds as well as coordination and oversight
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are provided to accelerate restoration and bolster network resilience.



Additionally, state and local officials must be made part of the process in designing
and governing any funding program so as to put resilience funding to the best use.
Those needs may range from manpower or technical support to train its employees
to support for distributing information to the public. The best time for Congress and
the FCC to work with state and municipal governments on preparing for a natural
disaster is before the next emergency strikes.

CONCLUSION

As local governments begin to look at the communications networks present in their
communities, they must not only focus on how to expand them so that all their
citizens are connected but develop strategies to ensure that they remain operational
under the most stressful conditions. During a natural disaster, cellular and
broadband connections are used to get weather updates, procure information
regarding evacuations, shelter in place orders, or other governmental alerts that are
intended to keep citizens appraised of the current situation.

It is time for federal entities to prioritize network resilience planning. Ensuring that
citizens have the most basic form of access, even during natural disasters, will
increase public safety and prevent much of the anxiety and fear felt by citizens when
they cannot reach family, friends, or trusted sources of information during a crisis.
Planning for the future is necessary and essential, especially as weather grows more
extreme and, nationwide, residents have become increasingly reliant on broadband
connectivity for key information.



